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L1 Risk and Resiience Management

A

Module 4:

Risk and Resilience Management

Notes:

Thisis Modules,
Mansgementof Water and Wastewater Systems.
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1.2LearningObjectives

Learning Objectives

 Recognize mitgation measures tht provide apositive

I Costhatio

 Prioritze mitgaion measures nto phases

 Explain howtheresults of 8 1100 ik assessment
support the development of an Emergency R

P
 Summatze how 100 cn be used o facilate
complance with the AWIA
- A
Notes

particpants willbeableto

«Priorize mitgationmeasuresintophases
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1.3 Risk and Resilience Management

Risk and Resilience Management

Thesteps inthe Risk and Resilience process
«Example mitigation measures,and

Net Benefi
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1.4Example Baselie Risks

Example Baseline Risks

efore begiringth sk an Resience Management
09, you st st oo bseine ks
A

Thisisa

«Hurrcaneimpaciinga Pump Station
«Flood impacting a Water TreatmentPlant

«Process Sabotage byan Insiderimpactinga PumpSiation

A Vehicle bombimpactinga iished watertank
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1.5 Risk and Resilience Management

Risk and Resilience Management

[ ———

Thisisthe Risk and Resiience Managementprocess.

yce cost estimates. Thisincludes capital osts and OBM costs

mitigationportfolos

Tualuesforeach T4
pairto calclate Risk valuesafter mtgation

+Then you caeulatethe isk reductionmetrics
«Gross Benerit
et Benefit
«Benefic/ CostRatio
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1.6 Example Mitigation Measures

Example Mitigation Measures

© Fecesandbamers  + SecuiySOP:
+ camens + securty pesonnel
+ g + improved polcies and
+ Eectonicentrycontrol  procedures

© intrusion deection*+ Preparecnesspans.

+ Network rewats

- A

+ g and eurcses

The examlsin this slide inclucethings ke:

«Fences andbarriers
“Cameras

“tghting

«Electronic entrycontrol
“intrusiondetection

«NetworkFirewall

Security Standard OperatingProcedures
«Security personnel

«improved policesand procedures
«Preparedness plans,and

«Traiingand exercises
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1.7 Benefi EvaluationMetrcs

Benefit Evaluation Metrics

LT ——

[P ——
L ey —

Thissideshows how o caculatethe benefitevaluation metrics

«TotalGross Benef

Baseline Risk- Mitgation isk
et Benefit=TotalGross Benefi- Mitgaton Cost
et Benefi CostRat

et Benefit Migation Cost

Theseare calculatedfor each mitigationmeasure portiolio

“tebreater”

oftet

mitgationmeasure (higheris bettr]
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1.8 Example BenefitCalculations

Example Benefit Calculations

;. + Potentil contamination of
an elevated water tank
+ The Baseline Risk of this T-
Apairis assumed to be
000

- A

Photo Source- htps:/slideplayercomside/ 1223008/
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1.9 Example Mitigation Portfolo

Example Mitigation Portfolio

+ Mitgasion portoiocosts $15,000.

+ Consequence remains unchanged, Vuneraby s
educed, Thvest Ukeihood decreses

+ Mitigaton Risks $5,000

- A

Notes:

«Constructa fence with warningsigns
<lnstalla adderguard

“improvelighting and

«perform random securitypatrols

We'l assume thecostof this potfalios $15,000.
Whenyou re-evaluateC,Y, andT, you determinethat:

outcome/ consequences fthe eventis successful,

tobesuccessfuland

53 result we'l assume therevisedrisko the A paris $5000.
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110 Example Caeulations

Example Calculations

B ok Mipton ik e 251000
Eioao00. $5000- 593000 Mg 500

25001500 490000

et Bt Mgt Cot
$30000,

515000
- A
Notes
Net Benef
5100000,

(5,000, resultingin the TotalGross Benefi =$35,00

esulinginthe Nt Benefi= 30000

10

esulingina Nt Benefi/CostRatioof 5.3
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anda
than1.0

111 sk / Resilience Workshop

Risk / Resilience Work

with Stakeholders

ot s g
oo

thevwilngness oftheutity 1
sceptrn

+ Toke ounenip o the st

some degreeofrisk
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Knowledge Check

Comect Choice

Net Bencfitof 0000 andB/Cratioof 03

Net Benefit of 25000 and B/Cratioof 3.5

x Net Benefit of $50000 andB/Cratioof 1.0

Net Benefitof 5000 and B/Cratio of 1.5

Feedbackwhen correct:
Thatsight You selected the correctrespons.
Feedbackwhen incorrect:

Youdid notselecthe correct response. lease referenceside .

mitgationportiolios.

Cormectanswer:
3)Incorrect - The Net Beneitof $50000 is good, but the B/C ratioof 0.3is poor
Blincorrect

) incorrec. The B/C atioof 15 s pretty g00d
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118 prioritiing Implementationof Mitigation Measures

Prioritizing Implementation of
Mitigation Measures
 Crtera that may b considered n protong igaton

mesures oy

[ ———

Proesions gment

Herearesome additional prioitzationcriterayou should consider:

TAparsor TApairozero

+And,of course, Professionaljudgment
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116 Example Prioritzation of

Example Prioritizatio
Mitigation Measures
* Mid-term (15 years)
= Wahimpct/ow ot caprapoects

 Replacing  pgrading secutytechciogis hat

«Highimpact/ low cost capialprojects

sand
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113 rioitizng Implementation f Mitigation Measures.

Prior

tizing Implementation of
Mitigation Measures
 Crtera that may be considered n prtong igaton

prorites

preparedness
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L15 Example Prioritization of

Example Prioriti
Mitigation Measures

*+ Short-term (as soon s possible)
~ cypersecuriy measures
~ Updatig polcies, procedures,and desin standads
 Conducting raiin and exercises
~ Developing mutus i agreemerts

mic,and ong term buckets

«Cybersecuritymeasures
«Updatingplices, procedures,and designstandards
«Conductingiraining and exercises, and

«Developingmutualaid greements
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117 Example prioritzation of

Mitigation Mea

+ Longterm (>5 years)
= Expesive cpial prjectsthat may reuie grant
s

~ Projcts requiringlong ead tme for planning and
dosgn

Projects assoiaed with the Capia improvement
Progran (1) thataescheduted beyond S yeors

- A

Notes:

«Expensivecapial pojects that may require rantfunding
«Projecs requirngalongleadime for planningand design,and
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L18 Example Implementation Plan

ol

mentat

Example I

columnsfor:
«CIP denticationnumber
«Expected datecf mplementation

“lusifcation
«Andwho’s responsible forracking andimplementingthe project
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1.20 Acivity (Maliple Response, 10 point, 3 attemptspermitted)

Al

ctivity

Consructs fuemieleecto prtect s wateestment pantanderetean aeaforan

smusementparkandseverltourstatractionstobeconsructed

x L e —

x Replocsurvncecamesas atthersw water kenith improvedechacogy

Updstethesccess controlply

x Addintruson deectonduringsnongong pumostaion grae
Regresvongercomputer psswords
Feedbackwhen correct:

ThatsightYou selected the correctresponse.

Feedbackwhen incorrect:

Hall th local hospita and he local ighschool.Please reviewsides 6.
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1.22 Using 1100t Comply with AWIA

Using J10

119 Activity (Mliple Response, 10 point, 3 attemptspermitted)

freieietetvimtAerion

Comect  Choice

X Reavirestronger computerpasswords
x Developingsecurity designstandards
X Conducttabletop exercses
X Updatethe access control policy
thelocal highschaol
Builda dam that creates an alternate water source
Repair diapidatedfencesaroundthree elevated storagetanks
Feedbackwhen correct:
ThatsightYou slected the correctesponse.
Feedbackwhen incorect:
e slides 15
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121 Acivity (Maliple Response, 10 point, 3 attemptspermitted)
Activity
Coret_cnoe
S ———
[T ——
X [ ———
Updaethesccess conolpl
X B I e e —
esmentlntwithadvancedsecurty fearestosenvesrowingres
Reaueesvongercomputer passwords
Feadbackwhen correct:

That'sightlYou slected the correctesponse.
Feedbackwhen incorrect:

Copyright 2019 American Water Works Asociation

Publshedy Aricuate*Soryine winwartculate com

22

with the AW,

moreabout
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1100 reulsnep dfine captal anoperationlneeds

measures and mitigationportiolios
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Integrating Risk Mitigatic

+ Estabi a cultr o security and reparediness that
sets oxpctations fo capta improvement lanring

+ negrateris and esience features oo new
Crese design tandards ha can e providedt design
engineers and contrctos
provide passive securtyimprovements

Notes:

Improvementpian:

planning.

Tasty

securityimprovements
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Integrating Risk Mitigatic

* Identify positiverisk and resilience aspects of
projects aready i the C

+ Train CIP project managers to identify and
preserve isk and resiience features,

+ Don'tallow “value engineering” orlast minute:
re-designs to eliminate redundancies or
reverse intended benefits

ImprovementPlan:

“TrainG)

“Dontalows
bensfits
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126 Knowledge Check

(Mulile Choice, 10points, 3 attermpts permitted)

Knowledge Check
e —
Opariona nee? Chck i vt o

Comect  Choice

Riskand Resilence Managementcalcuations

ife cyce costestimates.

Groupingof measures o create mitgationportfolos

proritiingprojects for phased implementation

x Allof the above

Feedbackwhen correct:
Thatsight You selected the correctrespons.

Feedbackwhen incorrect:
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127 Using an RRA to Support Development of an ERP.

Using an RRAto S

Development of an ERP

EE

+The RRA helpsidentifyand piortizeisksto the utity

These missionimpacts helpdefine emergencyresponse needs

Copyright 2019 American Water Works Asociation

Publshedy Aricuate*Soryine winwartculate com

27

1.28 Using an RRA to Support Development of an ERP.

Using an RRA to Suppo
pment of an ERP

+ 1100 results inform the development of an
erp

 Define and prirteriks

Quansty operationsimpacts
~ ety cost.efectve mitgaton steges

«Obviouslythe RRA can helpdefine and prioritizeisks
«itcanhelp characterize dependencies
eitcan helpauantfyoperationalmpacts, and

«ltcan helpidentify cost-ffectve migationstrategies

mentionedabove cannformihe developmentofan ERP

Copyight 2019 American Water Works Asociaton

Publshedy Aricuate®Soryine i arcuate com
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an ERP? Checkal thatapply.

(Multipl Response, 10points, 3 attempts permitted)

Knowledge Check

W ofthe fllowing are ways tht the resuts o 1100
asessment hep support e deveiopment of an 72
Check i hatappy.

Comect  Choice

2.Define and prioiterisks

b.Characteize dependencies

< Quantiyoperationalimpact

4 denifycost-efiective mitgationstrategies

X . Allofthe above

Feedbackwhen correct:
ThatsightYou slected the correctesponse.
Feedbackwhen incorect:

You did notselect the correctresponse
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130 Conclusion

Conclusion

This concludes all four Modules of Course 3, Risk
and Resilience Management of Water and
Wastewater Systems

131 AWWA Exam PrepApp.
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132 dlosing

You have finished this course.

Click the x| in the upper right

corner to go back to the main
course page.

- A
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